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RIGHT TO PRIVACY IN DIGITAL AGE

AUTHORED BY - ABHISHEK VARSHNEY

ABSTRACT

The mankind has benefited greatly from technological advancement. Even so, as technology
develops, many of our liberties are now under jeopardy. The right to privacy is a growing concern
as the technological era progresses and includes data that is constantly gathered and processed in
the marketplace. Several illicit behaviours, such as data fraud, hoax contacting, cyber harassment,
etc., have emerged as a result of the digitalisation. User 's private data can frequently be
mishandled when it is supplied to websites for digital networking, business, interaction
intelligence firms, state agencies, and others. There is no explicit legislation throughout the nation
that governs the acquiring, archiving, surveillance, recording, accessing, processing, distribution,
maintenance, etc. of data. This paper is an attempt to study the issues involving right to privacy
and data analysis in the digital age. The paper explores the issues of privacy by analysing it
through 2 different perspectives. First chapter gives regard to state's power of surveillance, and
the second chapter acknowledges the concerns of customers with regards to their right to privacy
being recognised under the Competition Act, 2002 and concludes with inspirations that can be

drawn from the international regulations and precedents in the sphere.

INTRODUCTION

The notion of a person's right to privacy has many facets. It alludes to the unique privilege of an
internet user to manage the accumulation, storage, and dissemination of his identifiable data.
Private data of an individual entails within its ambit identification information, hobbies,
preferences, as well as data of others whom they're connected to, schooling, wellness, and
finances are all examples of private data. Private data can potentially be creatively exploited for
a variety of objectives, such as government monitoring and commercial profit generating.
Although Constitution of India does not expressly recognise "Right to Privacy" as a fundamental
right, yet the Apex Judicial Authority decided it to be a fundamental right, in August
2017.! Despite numerous administrative initiatives, hardly a legislation protecting data, or a data
safeguarding agency exists in India currently. However, India has come a long way in recognising

privacy of an individual.
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In M.P. Sharma v. Satish Chandra,? the Supreme Court decided that the right to privacy is not
guaranteed by the Indian Constitution. The bench was considering if a search order granted under
Section 96(1) CrPC2is in violation of Article 19(1)(f) of the constitution.* The Apex Court's
dissenting opinion in Kharak Singh v. State of Uttar Pradesh,® warrants special attention since it
recognised that the right to privacy as a fundamental right is protected by Article 21° and 19(1)(d)
of the Indian Constitution.” The U.P. Police Regulations' provisions for continuous surveillance
were under consideration by the Court in the present case. The accused was charged with dacoity
but eventually found not guilty. With the advent of time, the Apex Court ruled that the right to
privacy included and protected issues pertaining to the families, the household, and other private
affairs, and are subjected to "compelling state interest."® While debating the question of telephone
tapping, the Supreme Court expanded the right to privacy to embrace telecommunications and
found that doing so constitutes a significant breach of one's rights.® In addition, the Supreme
Court recognised the demarcating line between physical and mental privacy.*® According to the
decision in Unique Identification Authority of India v. Central Bureau of Investigation, it is
against the policy to share biometric data of an individual who has been assigned an Aadhaar
number with any third entity in absence of express authorization.!

Following this, the benchmark ruling in K.S. Puttaswamy v. Union of India,*? where the Unique
Identity Scheme was considered in relation to the privacy concern was delivered. Recognizing
that there is no clear framework for privacy in the Constitution of India, the constitutional bench
had to decide whether the right to privacy is guaranteed by the Constitution and, if so, where it
stems from. This judgement distinguished itself from earlier precedents by making the
unequivocal conclusion that the Indian Constitution protects privacy as a fundamental right. In
the chapter that follows, a significant point of decision will be presented. Alongside, the bench
while making several observations studied the essential nature of privacy, made a comparative
analysis of privacy legislations from various jurisdictions and recognized the wide scope of data
and its utilization by the state and business, nationwide. Before the recognition of "Right to
Privacy" as a fundamental right under Article 21 of the Indian Constitution,*® Section 43-A and
72-A of the Information Technology Act'* were specific provisions guarding an individual's
personal data, other than the Telegraph Act, 1885 which governed communication
interception.’® The recently enacted, Information Technology (Intermediary Guidelines and
Digital Media Ethics Code) Rules, 2021 imposes requirements on companies who gathered

information in order to secure private data.®
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CHAPTER I: FUNDAMENTAL RIGHT V. STATE INTERESTS

End-to-end encryption, often known as "E2E encryption,” is the process of encrypting the
communications transmitted by one system and decrypting the same on the unit obtaining the
information in order to secure information in motion, or data that is presently being exchanged
or conveyed across the web. This technique of encryption shields the information from external
parties, even the network on which it is sent, and guarantees that it isn't tampered with during
transfers. It also safeguards the information by generating a unique key at the time of encryption.
Therefore, E2E encryption aids in protecting users' online data trails in the internet age when they
are always connected to the internet.!’

Ruth Gavison's "limited access theory” may be the closest relevant theory for the modern era,
given that the discussion over E2E encryption is tied to state officials' exposure to the information
being transmitted by a user. It states that privacy is "related to our concern over our accessibility
to others".*® The effects of a data breach are severe in the technology age, when each smartphone

serve as a virtual journal of the owner's lives.*°

E2E encryption is becoming increasingly important in the work of people in anti-establishment
or at-risk professions, such as investigative journalists, activists opposed to human rights abuses,
leaders of civil society, and even marginalised groups who face persecution.?® Therefore, it may
be said that E2E encryption fosters and preserves the right to free speech. One could argue that
maintaining the E2E encryption system would amount to promoting and safeguarding this
fundamental right. Every Indian citizen is guaranteed the right to peacefully assemble without the
use of force by Article 19(1)(b).2* E2E encryption actively promotes and defends these rights by
preventing communication interception by other parties and preventing potential surveillance as
a result. Therefore, it is reasonable to draw the conclusion that the right to create associations will
be at larger risk without E2E encryption. Iran is one country that has restricted freedom of
association by forbidding encrypted communication tools.?? Law enforcements reduced the speed
of encrypted channels of communication to just 5% of the average internet speed during the 2013
presidential elections out of fear of demonstrations. This made it extremely difficult for the
protestors to plan demonstrations. Similar to this, it is in the best interests of the nation to maintain
a reinforced E2E encryption regime in OTT Communication in a democratic nation like India,

where protests and public demands are an important part of the political process. 23
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The reasonable limitations outlined in Article 19 serve as qualifications to the rights to freedom
of speech and expression, the formation of groups, and peaceful protest.?* Even the right to
privacy is not absolute and can be legitimately limited when it comes to nation's security and to
further the interests of the state. The question is whether the justifiable limitations set forth in
Article 19(2) are sufficient to limit or weaken the E2E encryption offered by OTT communication
services.? The Puttaswamy judgment's test, at best, provides an answer to this problem. This
ruling proposes a "menu" of tests that could be applied to consider how the boundaries and
application of the constitutional right to privacy might be decided in other situations. A "law," a
"legitimate State interest,” and the necessity of "proportionality” are the three criteria the Court
set forth to determine whether any State activity violates the basic right to privacy. The Court
also reaffirmed the four sub-tests for determining proportionality of a state action that were
adopted in a 2016 decision in Modern Dental College and Research Centre v. State of Madhya
Pradesh .?® The state can interfere subjected to meeting the following criteria: (a) the goal must
be legitimate (the legitimacy stage); (b) it must be a suitable means of achieving the goal; (c)
there must be no less stringent but equally effective alternatives; and (d) the measure must not
have a disproportionate effect on the right holder (balancing stage). Therefore, if state measures
restricting the right to privacy fail the aforementioned conditions, they would constitute a

fundamental right infringement. 2’

The Information Technology (Amendment) Act of 2008 grants the Central Government the
authority to create regulations for encryption over a digital channel in Section 84A.2¢ According
to the clause, the state will have access to this authority in order to advance network security and
e-governance. A preliminary proposal encryption strategy under this Section that the government
issued in 2015 was strongly contested on two key grounds. First, for weakening the requirements
for robust encryption, and second, for the government's complete disregard to the harm to user's
right to privacy and freedom of speech. After that, the authorities revoked the guideline, and no

new one has been released since then.

It would be reasonable to state that legal rights should be harmoniously construed with the broader
public interest and should not be allowed to interfere with preserving national security. A strict
encryption policy that forbids E2E encryption from allowing the government access to any data,
might potentially have an adverse effect on national security by preventing the State from taking
action against terrorists by withholding the records of such individuals.?® That is the reason why
India requested RIM's Blackberry to decrypt the data and share it on behalf of the terrorists
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responsible for the 26/11 terror acts. To improve the surveillance system and better identify any
potential threats in India, the Indian government had sternly requested that RIM localise its data
here. In a similar fashion, the Reserve Bank of India in April 2018 put out a circular requiring
that all "data relating to payment systems" are "stored in a system only in India" within six

months® to mitigate any risk in banking or digital payment frauds.

The Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules,
2021 puts forward a significant incentive for OTT Communication platforms to comply them
since, if they don't, then the "safe harbour" statute no longer applies to them.3! In essence, safe
harbour law declares that platforms won't be held liable for user-posted content. Consequently, it
may be said that the businesses are in a Catch-22 situation, meaning that either they adhere to the
laws and severely weaken their encryption system, or they lose the protection of the safe harbour
statute and may be held responsible for anything users publish on their platform. This
demonstrates how crucial it is for the Government that the suggested modifications to the
intermediary rules are implemented. One of the most significant changes that was brought from
the IT Rules, 2011 is that the government now requires intermediaries, such as OTT
communications platforms, to respond to data requests from "any government agency" within 72
hours after receiving Court orders.3 However, what type of information can be requested has not

been limited, this is a hurdle again in protecting privacy of the users.

In 2018, the Ministry of Home Affairs (MHA) issued an order authorising ten central agencies to
intercept, monitor, and decrypt any information generated, transmitted, received or stored in any
computer stating this is done with a view to safeguard national security.®® However, this clearly
fails the test laid down by the Puttaswamy decision.3*

Using cutting-edge technology solutions, digital contact tracing is another method of state
surveillance that aids in identifying and identifying those who have been in close vicinity to
someone who has been identified and exposed to the dangerous Covid-19 Virus. These apps also
assist in swiftly detecting other nearby individuals and provide instructions for taking precautions
and medical assistance to stop the spread of infectious viruses. These apps mostly rely on
Bluetooth and GPS, with a few apps using both technologies simultaneously. The "Bluetooth
Handshake" is the process by which two devices that are passing close to one another create radio
waves that are picked up as waves by the other device within a set time and distance. A user's

data is gathered by Contact Tracing Apps over a set period of time, and it is then processed and
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analysed over time on a central or decentralised server. Decentralized servers store user phone or
Bluetooth device data locally on the individual device until and unless the user is tested positively
or exhibits any symptoms, at which point the data is sent to the server and can be searched by
other users who have come into contact with that positively diagnosed individual. Centralized

servers store user phone or Bluetooth device data on a centralised server of the government.

India joined the Five Eyes Intelligence Alliance on October 11, 2020,* and they jointly released
a statement in which they essentially sought the installation of "backdoors" in the E2E encrypted
systems used by the multinational IT corporations. According to Ex- USA President Obama, the
back door should only be built if its advantages transcend its drawbacks.®® The author believes
that the drawbacks of creating a backdoor would, however, exceed any potential gains. This is
because, even while government officials might use the backdoor, it might also establish a weak
scenario where hackers and international agents could take advantage of, resulting in widespread

surveillance and a violation of the right to privacy.

A backdoor that may be abused was spotted in Greece in 2005; this incident is regarded as the
"Athens Affair". At least 100 public officials' smartphones, particularly those of the Greek
President and Prime Minister, were tapped as a result of the event. According to popular belief,
the National Security Agency worked with the Greek law enforcement agency to oversee the
2004 Olympic games as a preventative measure against any prospective terrorist strike in the
wake of the horrific 9/11 terrorist attacks in 2001. Conversely, the NSA, which was presumed to
end the complete procedure after the Olympic games were a hit, proceeded mass surveillance on
public authorities through VVodafone Greece, the largest cellular service provider in Greece. This
also resulted in the potentially malicious demise of a techie working for VVodafone, Greece. As a
result, it is clear how a backdoor may enable a foreign government to survey key leaders in any

nation and violate their right to privacy.

CHAPTER IlI: DATA UNDER COMPETITION LAW

The traditional interaction among customers and enterprises is drastically changing as
marketplaces increasingly function in a "digital economy." The phrase "digital economy" refers
to markets where computer - based technology assist the sale of products and services.
Commercial strategies in this sector are centred on a flow of "information” among customers and

companies, which is one of its defining characteristics. Customers' private data makes up a
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substantial portion of this data exchange. Customer information has in many respects evolved
into the "currency"” of this virtual marketplace. They can more efficiently offer their products and
solutions thanks to the evaluation that results from the mining of sensitive information. They are
now able to generate need by capitalising on customer behaviours and purchasing habits, thus
they are no more dependent on the natural cycle of demand and supply. Two primary issues arise
from the mining and processing of individual information by businesses: (a) the risk to customer
privacy and rights, and (b) the widening gap across companies that are able and unable to extract
customer information.” Since the main objectives of antitrust law are economic efficiency,
consumer protection, and competitor protection, the regulation of consumer data in this digital
economy becomes a concern and is covered by antitrust laws. However, conventional competition
investigation solely considers "price models.” "Pricing models™ are a variety of techniques used
by businesses to set their prices for their products and services. Customer information is a "non-

pricing model," hence it is not considered in the standard antitrust examination.

Amazon.com, Inc., the top e-commerce site, can be used as an illustration on how data privacy
infractions can result in a decrease in customer wellbeing when seen through the perspective of
competition investigation. Amazon used its data stored in 2000 to estimate the maximum DVD
pricing American consumers might be capable of paying or were prepared to engage. This was
known as the "Price Test." It gave a pioneering illustration of how virtual channels may enable
first-degree pricing bias strategies using data collected, however it was ultimately scrapped as a
result of public outrage.®® Such actions lessen customer satisfaction in an economy that is
cutthroat. Akin to this, Uber Technologies, Inc. is aware of its customers' commute routines,
which allows it to identify where they live, dine, exercise, etc.3® Smart speakers that require
certain "wake words" to operate, like Amazon Echo or Google Home, always have their
surveillance feature on.*° It was reported that the firm Cambridge Analytica had reportedly mined
data from 87 million Facebook accounts to conduct protest movements around the 2016 US
Presidential Election, a controversy that grew to be called as the "Cambridge Analytica
Scandal".*

Companies can violate user privacy under the current data protection frameworks in India and
other countries provided they declare it in their terms of service. These terms and conditions are
frequently lengthy, unclear, or contradictory. As a result, users have little choice, rendering the

false notion of "permission™ under data privacy rules.
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Along with customers, non-dominant industry participants deal with a variety of issues related to
data collecting and mining. It is practically impossible for such businesses to start accumulating
their information. Additionally, dominating corporations often analyse and mine consumer data
in the form of "unique™ and "non-replicable™ data. Since only a few companies can access this
special data, it raises antitrust issues. Authorities throughout the world worry that the requirement
for a high amount or diversity of data may result in “entry barriers” for new entrants and small
businesses who are unable to acquire or purchase access to the type of data that is available to
established enterprises.

Acquisitions and mergers enhance the market leaders' power. Companies with a lot of data
combine to become "data richer” and obtain additional data sets. As a result, larger, dominant
companies gain a strategic edge over weaker, non-dominant ones which do not have the same
information accessibility. Instances include the merging of Google and DoubleClick and
Microsoft and LinkedIn.

LinkedIn's user foundation could considerably increase as a result of its merger with

Outlook.com, according to EC, which could have an adverse impact on market competitiveness.*?

Antitrust regulators evaluate the "harm v. benefit" of such combinations to determine whether or
not to approve them.*® Authorities evaluate the benefits that the new entity would experience as
a result of the new combination of various data sets that it would get. This research is conducted

in light of the market's lack of competition.

Furthermore, the EC claims that it is not automatically an anti-competitive practise when
dominant corporations refuse to give rivals access to such data. However, the rejection by the
dominant corporation may be seen as an anti-competitive behaviour when the pertinent data is
crucial for rivals. In such circumstances, the competitor must show that the in-question data is

unique and that there are no other ways to obtain the data it seeks.

CONCLUSION

The Court's examination of the right to privacy materialised at the correct time. India has begun
to embrace electronic governance. The statistics on web connections demonstrates the public's

enthusiasm is shifting to informational technology-based processes. Keeping this in mind, a
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privacy ombudsman could be a practical way to ensure that the state doesn't in anyway exploit
its position while the parliament works to pass explicit laws to regulate such a right. Identical
procedures are used in the UK, where the Investigatory Powers Tribunal, a court, is in charge of
restricting the state's surveillance authority and making sure that no one's right to privacy is
violated. Additionally, a legal body might order a process for evidence-based decryption. In
attempt to persuade the courts that decryption is required, the law enforcement agency must, in

accordance with this strategy, provide adequate corroboration before the courts.

In the European Union, the antitrust study goes beyond pricing models and considers five
competition-related factors: price, production, quality, choice, and innovation. According to the
EU, firms frequently utilise customer data for their own purposes, which could lead to a decline
in the quality of services provided to customers. Antitrust laws apply when such a reduction is
brought about by a merger or stems from the abuse of a dominant position. In a number of merger
instances, including Microsoft-Skype, Facebook-WhatsApp, and Microsoft-LinkedIn, the EU
relied on non-price characteristics. In order to protect consumer welfare, the EU has also passed
the General Data Protection Regulation. A Data Protection Authority was to be established under
the recently shelved Personal Data Protection Bill, and its job would be to safeguard individual
interests by preventing the exploitation of personal data. Additionally, it stipulates penalties for
processing or transferring personal data in contravention of the Bill, as well as for re-
identification of personal data without users' agreement, but the same was withdrawn to bring the

act with further reforms.

India is moving towards a more user-privacy friendly regime along with maintaining the
provisions which preserve national security. The nation can draw inspirations from foreign
jurisdictions can model a further robust framework, which would attract several digital giants to
choose India as their governing jurisdiction. This will aid India in achieving its goal of becoming

a five trillion-dollar economy.
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